The technology of Internet of Vehicles is the deep integration of Internet of things and intelligent transportation. It is also the hot and frontier direction of the Internet of things in the automotive industry. With the continuous development of automobile industry and related technologies, the Internet of Vehicles architecture has become the focus of current research. Combining with the rapid development of intelligent hardware in China in recent years, this paper studies and designs the architecture of the network structure and working principle based on intelligent hardware and cloud computing, introduces the structure and mechanism of the intelligent hardware, and focuses on the research of EMC technology.
INTRODUCTION
Internet of Vehicles (IoV) is an integrated network that can realize intelligent traffic management, intelligent dynamic information service and vehicle intelligent control. It is a deep integration of Internet of things and intelligent traffic. The typical application in the field of traffic system is the function of realizing intelligent communication. It provides users with a variety of service applications. It is an important part of smart earth in the future and has great potential for development and application [1, 2] .
With the continuous development of the global automotive industry, the technology of vehicle interconnection has increasingly become a hot spot in the Xinmin Liu, School of Economics and Commerce, South China University of Technology, Guangzhou University City, Panyu District, 510006, Guangzhou, China. Yongjian Luo, Guangzhou Tong Yi Technology Co., Ltd., 1 Han Jing Road, Tianhe District, 510653, Guangzhou, China. development of the industry. Tesla's vehicle system and TOYOTA's e-Palette concept platform combine car networking with autopilot and life experience. Volvo, Mercedes Benz and other auto companies in Europe have used vehicle networking technology in fleet management. IVHS systems in the US and Smart Way systems in Japan have also established communication between vehicles and road operation to realize the intelligent traffic system supervision and service. Automobile manufacturers have developed their own vehicle -based computer building information service system to help cars to realize the interaction of car -people and car-network, such as BMW I-Drive in Germany, the general OnStar and other automobile systems [3] .
The traditional Internet of Vehicles regards vehicles, owners, roads as a whole. Through the roadside equipment perception, based on the traffic intersection, it mainly through DSRC and other short range wireless communication technology to realize the interaction between vehicles and the X (X: car, road, the Internet and so on). Nowadays, with the development of technology, the structure of the Internet of vehicles based on intelligent hardware is getting attention and development.
RELATED RESEARCH
Many domestic researchers have studied the vehicle networking architecture from various perspectives. Yang Bo (2016) generalizes the Internet of Vehicles system into 3 aspects: comprehensive perception, multi interaction and comprehensive application. It also analyzes the structure of each level, and redefines the information perception model, and introduces the key technologies needed for information perception. Su Zhen (2017) from the perspective of different service objects, according to the actual needs, on the basis of the realization of the function of the Internet of Vehicles architecture, introduced the four main wireless communication technologies in the car networking technology: external car, car, workshop, car road communication, and study the application of the Internet of Vehicles in the intelligent transportation system. Ni Yafan (2017) and others first introduced the core technology NOMA (Non-Orthogonal Multiple Access) of 5G, and compared it with the traditional OFDM (Orthogonal Frequency Division Multiplexing), then discussed the 5G based network architecture and looked forward to the interconnection of the 5G vehicle [4] .
The related research on Vol of the vehicle intelligent terminal is mainly concerned with OBD technology. Liu Zhiqiang (2017) proposes and implements a OBD based the Internet of Vehicles communication module using 4G cloud server and automobile network technology, which can send vehicle information to the cloud server directly [5] . Fan Li (2017) and others through the research of terminal and software work together, and finally realize the fault request or real-time data flow request of the upper computer terminal interface. The terminal interface will display the response of response and other functions. Through system test, it is proved that the diagnostic system data is accurate, and the response speed is fast [6] .
To sum up, the research on intelligent hardware is more concerned about the design and function of hardware and software, and the research on the architecture of the Internet of vehicles is less designed from the angle of intelligent hardware. Therefore, this paper designs the architecture of the car network from this angle.
THE INTERNET OF VEHICLES ARCHITECTURE BASED ON INTELLIGENT HARDWARE The Internet of Vehicles Architecture
Based on the above concepts and related research, the Internet of Vehicles system based on the vehicle intelligent terminal can be summarized as 3 levels of perception ， interaction and application, which are related to the three layers architecture of the Internet of Vehicles [7, 8] . The Internet of Vehicles architecture is shown in Figure 1 .
Perception & execution layer means to collect physical world object attributes and related information, and let the car have the ability to address and network identification. And make action according to itself or the upper instruction. In the IoV, the vehicle intelligent terminals perceive the state and parameters of the vehicle mainly through intelligent hardware, sensors, radar, camera, RFID, GPS, microphone.
Network transmission control layer provides a unified interface for the sensing layer, compatible with different network technologies, provides routing and error control for information transmission, and ensures the complete and reliable transmission of data. Because a single communication technology can not meet the actual needs of many scenes of the network, there may be a variety of communication technologies in the network. The main technologies used in the Internet of vehicles include CAN, Bluetooth, WIFI, WLAN, WANET, 3G/4G and other network technologies. CAN is the abbreviation of Controller Area Network (CAN), and it has become one of the most widely used buses in current fieldbus, with its excellent performance.
Integrated application layer focuses on the data aggregation, calculation, scheduling, monitoring, management and application of the vehicle, so it needs the functions of security authentication, real-time interaction, mass storage, cloud computing and so on. Integrated applications provide different types of services for different types of users (car plants, enterprises, and individuals), covering security services, public information services, and various commercial applications. 
Communication Network Based on Intelligent Hardware
In the Internet of Vehicles architecture based on intelligent hardware, the core technology is cloud computing. The main application of network technology is CAN, Bluetooth, WIFI, WLAN, 3G/4G and other network technologies.
In the communication part of the car, this paper focuses on the study of CAN as the data communication bus between each ECU in the car, and the corresponding control network of automobile electronics can be formed through the CAN bus, so as to facilitate the control and the interaction of information. When the vehicle and the intelligent hardware are communicated with the hardware, this paper pays more attention to the communication between the OBD interface and the vehicle CAN bus through the OBD system, and the data information in the vehicle ECU is further obtained. In addition, the intelligent hardware can also collect the data information of the vehicle peripherals through the OBD system and the RFID technology. The communication between intelligent hardware and mobile or intelligent terminals mainly uses Bluetooth technology, including the sending and receiving of instructions and data. Bluetooth protocol has very low running and standby power consumption, as well as optimized sleep mechanism, while satisfying the intelligent hardware intelligence and low power consumption [9] . In addition, using the cloud computing function, mobile/intelligent terminals with 3G/4G functions or intelligent hardware can also send data information to the cloud server for access to a variety of different terminals through WIFI/WLAN access.
The communication technology of intelligent hardware in the Internet of vehicles can be shown in the Figure 2 .
KEY TECHNOLOGIES OF THE INTERNET OF VEHICLES

Research on CAN bus and OBD-II system
CAN bus is a serial communication mode, it can support a distributed real-time control system with high security level. In automobile electronics, CAN bus can be applied to the engine related units in vehicle to control and interact with data [10] . CAN has become an international standard, but different automobile enterprises use different specifications in customizing the CAN bus, so different data formats need to be used in the intelligent hardware in sending and receiving messages.
OBD-II is the abbreviation of the second generation vehicle diagnostic system On-Board Diagnostics. OBD-II is a unified public protocol, and OBD interface is widely used in modern cars. Because of this characteristic, intelligent hardware can adopt OBD interface to establish communication with vehicle CAN bus based on OBD-II protocol.
The communication between the electronic control system and the OBD system usually uses the request and response mode. Before the intelligent hardware acquires the vehicle information, the OBD module is first initialized to operate [11] . When the intelligent hardware sends a request instruction to the OBD system, the signal passes the corresponding message via the OBD interface and will transit the corresponding message to the CAN, then the message will be sent to ECU of car. ECU responds by analyzing the request signal and then sent the reply signal back [12] . With the development of modern automobile, the vehicle itself has become a complete information system. In addition to the traditional interactive form of OBD and ECU communication, ECU also continuously broadcasts the vehicle related information through the CAN bus, and the intelligent hardware can directly obtain the corresponding information through the OBD interface by sending the CAN message. The structure is shown in figure 3 . CAN-bus communication mainly has four types of frame structures: data frame, remote frame, error frame and overload frame [13] . The data frame is mainly used to store data, and then transmitted from the transmitter to the receiving end. It consists of 7 fields, whose format is shown in Figure 4 . The data frame has two formats of standard frame and extended frame. The difference between the two is mainly due to the different Identifier (ID) digits in the arbitration field, the former has 11 bits and the latter has 29 bits.
A remote frame is used to request data from the related unit on the bus. After receiving the request, the related unit fills the data frame with the same identifier and replies. The error frame is the correlation unit when the bus error is detected. Overloaded frames are used to provide additional delay for current and subsequent data frames.
In this paper, the ISO15765-4 protocol in OBD-II protocol is considered in the design of intelligent hardware and vehicle communication. The protocol is based on the diagnosis protocol of the CAN bus network. The core pseudo code of the CAN message sending and receiving is shown in figure 5 . 
The Working Principle of CAN Bus and The Protocol of ISO15765-4 Communication
CAN uses a non-destructive bus arbitration mechanism. When the nodes with different priorities in the network need to send data, the low priority will exit and do not affect the data transmission of the high priority nodes. To a certain extent, the arbitration time of the bus conflict is reduced. When a number of nodes send data, judging from the first place in the arbitration field, the 0 consecutive nodes can get the permission to send data. There are also the following priority criteria:
1. Compared to the priority of the data frame and the remote frame, when the data frame and the remote frame of the same ID need to complete the data transmission on the CAN bus, it is judged by the RTR bit in the arbitral field that the data frame with the RTR bit as the dominant bit is higher at this time.
2. The priority comparison of standard format and extended format in the data frame, when the standard format and the frame of the extended format are sent simultaneously on the CAN bus, the higher the frame priority is, the smaller the ID frame.
According to the ISO15765-4 protocol of OBD-II protocol, the sending and receiving processing of the message is shown in Figure 6 .
Electromagnetic Compatibility Technology
The internal integration of many electronic devices in the intelligent hardware will cause electromagnetic interference in the whole vehicle and parts, which will affect the normal operation of the electronic devices and even affect the safety of the driving. Therefore, the electromagnetic compatibility of vehicles needs to be improved. Electromagnetic compatibility (EMC) refers to the ability of a device or system to operate in its electromagnetic environment and to produce unbearable electromagnetic interference without any equipment in its environment. Improving the EMC performance of vehicle electronic equipment is the only way to solve the electromagnetic interference problem [14] .
The electromagnetic environment of automobile is mainly divided into internal and external electromagnetic interference. The internal electromagnetic interference refers to the electromagnetic field generated by the electronic devices inside the vehicle, and the characteristics of the spectrum are generally clutter. In theory, any electronic device can generate electromagnetic interference under certain conditions. The internal electromagnetic interference decreases rapidly with the increase of space distance. Electromagnetic interference from outside refers to the electromagnetic interference signals outside the vehicle, including natural phenomena, including man-made electrical and electronic equipment.
There are three main directions to improve vehicle electromagnetic compatibility: interference sources, coupling paths and sensitive sources. The interference source is the device which produces electromagnetic interference. The coupling path is the electromagnetic interference propagation path, and the sensitive source is the device affected by electromagnetic interference. The above is the three elements of EMC. The solution to the three elements is to reduce the electromagnetic interference generated by the electronic equipment, and then block the path of electromagnetic interference, and finally to improve the anti-interference ability of the electronic equipment.
CONCLUSION
This paper designs the VoL architecture based on intelligent hardware, and expounds the network communication network, the working principle and the CAN bus and OBD-II protocol technology, and focuses on the EMC technology of the intelligent hardware. With the development of science and technology, the functions of intelligent hardware are becoming more and more diverse. With the help of big data and cloud services, intelligent hardware will also have broad functional expansion space in the aspects of post vehicle service and data analysis, and the continuous development and maturity of key technologies also provide a guarantee for the win-win of all parties in the implementation of intelligent hardware.
